1) The output from certutil -getreg ca

C:\Windows\system32>certutil -getreg ca
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CertSvc\Configuration\smmt-

IF-SRVO1-CA:

Keys:
Csp
EncryptionCSP
ExitModules

PolicyModules

Values:
DSConfigDN REG_SZ = CN=Configuration,DC=smmt,DC=co,DC=uk
DSDomainDN REG_SZ = DC=smmt,DC=co,DC=uk

ViewAgeMinutes REG_DWORD =10 (16)
ViewldleMinutes REG_DWORD =8
CAType REG_DWORD =0

ENUM_ENTERPRISE_ROOTCA --0

UseDS REG_DWORD =1
ForceTeletex REG_DWORD =12 (18)
ENUM_TELETEX_AUTO -- 2

ENUM_TELETEX_UTF8 -- 10 (16)

SignedAttributes REG_MULTI_SZ =

0: RequesterName

EKUOIDsForPublishExpiredCertInCRL REG_MULTI_SZ =
0:1.3.6.1.5.5.7.3.3 Code Signing

1:1.3.6.1.4.1.311.61.1.1 Kernel Mode Code Signing



CommonName REG_SZ = smmt-IF-SRV01-CA

Enabled REG_DWORD =1
PolicyFlags REG_DWORD =0
CertEnrollCompatible REG_DWORD =0
CRLEditFlags REG_DWORD =100 (256)

EDITF_ENABLEAKIKEYID -- 100 (256)

CRLFlags REG_DWORD =2

CRLF_DELETE_EXPIRED_CRLS -- 2

InterfaceFlags REG_DWORD =41 (65)
IF_LOCKICERTREQUEST -- 1

IF_NOREMOTEICERTADMINBACKUP -- 40 (64)

EnforceX500NameLengths REG_DWORD =1
SubjectTemplate REG_MULTI_SZ =

0: EMail

1: CommonName

2: OrganizationalUnit

3: Organization

4: Locality

5: State

6: DomainComponent

7: Country

ClockSkewMinutes REG_DWORD = a (10)

LoglLevel REG_DWORD =3

HighSerial REG_DWORD =0



CAServerName REG_SZ = IF-SRV01.smmt.co.uk
ValidityPeriod REG_SZ = Years

ValidityPeriodUnits REG_DWORD =2

CAXchgCertHash REG_MULTI_SZ =
KRACertHash REG_MULTI_SZ =
KRACertCount REG_DWORD =0
KRAFlags REG_DWORD =0

CRLPublicationURLs ~ REG_MULTI_SZ =
0: 65:C:\Windows\system32\CertSrv\CertEnroll\%3%8%9.crl
CSURL_SERVERPUBLISH -- 1

CSURL_SERVERPUBLISHDELTA -- 40 (64)

1: 79:ldap:///CN=%7%8,CN=%2,CN=CDP,CN=Public Key Services,CN=Services,%6%10
CSURL_SERVERPUBLISH -- 1

CSURL_ADDTOCERTCDP -- 2

CSURL_ADDTOFRESHESTCRL -- 4

CSURL_ADDTOCRLCDP -- 8

CSURL_SERVERPUBLISHDELTA -- 40 (64)

2: 0:http://%1/CertEnroll/%3%8%9.crl

3: O:file://%1/CertEnroll/%3%8%9.crl

CRLPeriod REG_SZ = Years

CRLPeriodUnits REG_DWORD = a (10)
CRLOverlapPeriod REG_SZ = Hours

CRLOverlapUnits REG_DWORD =0



CRLDeltaPeriod REG_SZ = Days

CRLDeltaPeriodUnits REG_DWORD =1

CRLDeltaOverlapPeriod REG_SZ = Minutes
CRLDeltaOverlapUnits REG_DWORD =0
CAXchgValidityPeriod REG_SZ = Weeks
CAXchgValidityPeriodUnits REG_DWORD =1

CAXchgOverlapPeriod REG_SZ = Days

CAXchgOverlapPeriodUnits REG_ DWORD =1
MaxIncomingMessageSize REG_DWORD = 10000 (65536)
MaxIncomingAllocSize REG_DWORD = 10000 (65536)
CACertPublicationURLs REG_MULTI_SZ =

0: 1:C:\Windows\system32\CertSrv\CertEnrol\%1_%3%4.crt

CSURL_SERVERPUBLISH - 1

1: 3:ldap:///CN=%7,CN=AIA,CN=Public Key Services,CN=Services, %6%11

CSURL_SERVERPUBLISH - 1

CSURL_ADDTOCERTCDP -- 2

2: 0:http://%1/CertEnroll/%1_%3%4.crt

3: O:file://%1/CertEnroll/%1_%3%4.crt

CACertHash REG_MULTI_SZ =

0: 74 85 5b 0d 4a 00 59 18 56 35 b7 €2 44 7b 33 b4 c6 8e e6 86

Security REG_BINARY =

Allow CA Administrator  BUILTIN\Administrators

Allow Certificate Manager BUILTIN\Administrators



Allow CA Administrator SMMT\Domain Admins
Allow Certificate Manager SMMT\Domain Admins
Allow CA Administrator ~ SMMT\Enterprise Admins
Allow Certificate Manager SMMT\Enterprise Admins

Allow Enroll NT AUTHORITY\Authenticated Users

SetupStatus REG_DWORD =1

SETUP_SERVER_FLAG -- 1

CRLNextPublish REG_BINARY =22/06/2031 12:50
CRLDeltaNextPublish ~ REG_BINARY =29/06/2021 15:15
CRLAttemptRepublish REG_DWORD =0

CertUtil: -getreg command completed successfully.

2) The certsrv.log contents

Opened Log: 29/06/2021 15:32 34.104s

GMT +1.00

certcli.dll: 6.1:7601.24545 retail

certsrv.exe: 6.1:7600.16385 retail

508.1321.0:<2021/6/29, 15:32:34>: 0x2 (WIN32: 2): DBMaxReadSessionCount
CertSrv: Opening Database C:\Windows\system32\CertLog\smmt-IF-SRV01-CA.edb
CertSrv: Database open

420.386.0:<2021/6/29, 15:32:47>: 0x2 (WIN32: 2)

419.5484.0:<2021/6/29, 15:32:47>: 0x80090029 (-2146893783):
crypto::FS_PROP_KEY_USAGE_COUNT_ENABLED

ChainContext.dwinfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER (0x100)



ChainContext.dwErrorStatus = CERT_TRUST_IS_NOT_TIME_VALID (0x1)

ChainContext.dwErrorStatus = CERT_TRUST_IS_UNTRUSTED_ROOT (0x20)

SimpleChain.dwlInfoStatus = CERT_TRUST_HAS_PREFERRED_ISSUER (0x100)
SimpleChain.dwErrorStatus = CERT_TRUST_IS_NOT_TIME_VALID (0x1)

SimpleChain.dwErrorStatus = CERT_TRUST_IS_UNTRUSTED_ROOT (0x20)

CertContext[0][0]: dwInfoStatus=10c dwErrorStatus=21
Issuer: CN=smmt-IF-SRV01-CA, DC=smmt, DC=co, DC=uk
NotBefore: 12/06/2013 10:18
NotAfter: 12/06/2018 10:27
Subject: CN=smmt-IF-SRV01-CA, DC=smmt, DC=co, DC=uk
Serial: 7df97f84e3ace48e470b974272bcle9b
Template: CA
74 85 5b 0d 4a 00 59 18 56 35 b7 €2 44 7b 33 b4 c6 8e €6 86
Element.dwinfoStatus = CERT_TRUST_HAS_NAME_MATCH_ISSUER (0x4)
Element.dwInfoStatus = CERT_TRUST_IS_SELF_SIGNED (0x8)
Element.dwinfoStatus = CERT_TRUST_HAS PREFERRED ISSUER (0x100)
Element.dwErrorStatus = CERT_TRUST _IS_NOT_TIME_VALID (0x1)

Element.dwErrorStatus = CERT_TRUST_IS_UNTRUSTED_ROOT (0x20)

Exclude leaf cert:
da 39 a3 ee 5e 6b 4b 0d 32 55 bf ef 95 60 18 90 af d8 07 09
Full chain:
74 85 5b 0d 4a 00 59 18 56 35 b7 €2 44 7b 33 b4 c6 8e e6 86
Issuer: CN=smmt-IF-SRV01-CA, DC=smmt, DC=co, DC=uk
NotBefore: 12/06/2013 10:18
NotAfter: 12/06/2018 10:27
Subject: CN=smmt-IF-SRV01-CA, DC=smmt, DC=co, DC=uk
Serial: 7df97f84e3ace48e470b974272bcle9b

Template: CA



74 85 5b 0d 4a 00 59 18 56 35 b7 e2 44 7b 33 b4 c6 8e e6 86

A certificate chain processed, but terminated in a root certificate which is not trusted by the trust
provider. 0x800b0109 (-2146762487)

419.4403.0:<2021/6/29, 15:32:47>: 0x800b0109 (-2146762487)

513.11105.0:<2021/6/29, 15:32:47>: 0x800b0109 (-2146762487)

513.11133.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.11227.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.11306.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.12045.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.11488.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.11580.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.12090.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

513.901.0:<2021/6/29, 15:32:47>: 0x800b0101 (-2146762495)

1006.794.0:<2021/6/29, 15:32:48>: 0x80070490 (WIN32: 1168): msPKI-Key-Security-Descriptor
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): NPSServer
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): DirectoryEmailReplication
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): DomainControllerAuthentication
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): EFSRecovery
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): EFS
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): DomainController
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): WebServer
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): Machine
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): User
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): SubCA
1004.5442.0:<2021/6/29, 15:32:48>: 0x80094800 (-2146875392): Administrator

CertSrv: Policy Module Enabled (Windows default)

CertSrv: Exit Module[1] Enabled: 27f (Windows default)

CertSrv: Certification Authority Service Ready (15s) DC=IF-SRV0O1.smmt.co.uk ...
509.4776.0:<2021/6/29, 15:32:48>: 0x800b0101 (-2146762495)
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