Introduction:

Registered an app for Implict flow in azure active directory. Brower flow works perfectly fine. But, when
| generate the token in postman and call the endpoint it ask to sign

Azure App Details:
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Troubleshooting

New support request

The URis we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users, Also referred
reply URLs. Learn more about Redirect URIs and their res il

A\ This app has implicit grant settings enabled. If you are using any of these URIs in a SPA with MSALjs 2.0, you should migrate URls, =
http:/flocalhost:8080/login/oauth2/code/

Add URI

Front-channel logout URL

This is where we send a request to have the application clear the user's session data. This is required for single sign-out to
work correctly,

£.g. https://example.com/logout &

Implicit grant and hybrid flows

Request a token directly from the autherization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorizaticn code flow, or if it invokes a wel: AP via JavaScript, select both access tokens and 1D tokens,
For ASP.NET Ccre web apps and other web apps that use hybrid authentication, select enly 1D tokens, Learn more about
tokens,

Select the tokens you would like to be issued by the authorization endpoint:
Access tokens {used for implicit flows)

1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this APIZ

@ Accounts in this organizational directory only (rbe only - Single tenant)

Working Browser login flow:

After Successful login:

e

C m (i) localhost:8080/group

Hello Group 1 Users!



Postman Token generation and Authentication flow:

Request Details:

Azure_AD | Azure_implicit_flow [E} Save v
GET v http://localhost:8080/group

Params Authgrization @ Headers (9) Body Pre-request Script Tests Settings
UIIYUNE NEW TURELT
Configuration Options ® Advanced Options
Type OAuth 2.0 v g g B
The authorization data will be automatically RErgsne
generated when you send the request.

Learn more about authorization » Grant Type Implicit v
Add authorization Request Hea...
data to Callback URL @ http://localhost:8080/login/oauth2/code/

| | Authorize using browser

Auth URL @ https://login.microsoftonline.com/4533b81;
Client ID ® 18ef1f14-93df-484e-8840-d9bdd1769c6e [\
Scope @ https://graph.microsoft.com/Directory.Acce
State @

Client Authentication Send as Basic Auth header ~

Response Details:

Postman Console:
GET http://localhost:8080/groupl302
e [INetwork

1. [laddresses: {..}

[FIRequest Headers

Authorization: Bearer
eyJ0eXAi0iJKV1QiLCJub25jZSI6IkRGOTNTYWVSZD1VU3FoSUS0TXNCemVsWW1Fam5DY221Z22V5T3pNalk2Sz
AiLCJIhbGciO01JSUzIINiIsIngldCI6Im5PbzNaRHIJPRFhESZFQS1doWHNsSSFJfS1hFZyIsImtpZCI6ImSPbzNa
RHIPRFhFSzFgS1doWHNsSSFJf£S1hFZyJ9.eyJhdWQiOiJodHRwczovL2dyYXBoLlmlpY3Jve29mdC5jb20iLCdpc
3Mi0OiJodHRwczovL3NOcy53aW5kb3dzLm51dC80NTMzY JkxNyl1hOTMSLTQ2YJELtYWRhMy1kMTh1N2MOMDBiMGE
vIiwiaWFO0IjoxNjISNzI2NJAWLCIJuYmYiOjE2Mjk3MjY2MDASsImV4cCIOMTYyOTczMDUWMCwiYWNdCI6MCwiY
WNyIjoiMSIsImFjcnMiOlsidXJuOnVzZXIocmVnaXNO0ZXJzZWNlcmlO0eWluZm8iXSwiY¥YWlvIjoiRTJaZl1lEQ3F
EanNTWXZpQO0tXTmwOaESYN3RpWINDTHVybjY2NWEtFTEZwcVhmTis1VFE4QSIsImFtciI6WyJwd2QiXSwiYXBwX
2Rpc3BsYX1uYW11IjoiYXplemUtaWlwbGljaXQtzmxvdyIsImFweGlkIjoiMThlZFmMTQtOTNkZ1i000DR1LTg
4NDAtZD1iZGQOxNzY5YzZ1TiwiYXBwaWRhY3IiOiIwIiwiaWR0eXAi0iJ1c2VyIiwiaXBhZGRyIjoiOTkuMjMOL
JIxMy4xMCIsImShbWUiO1iJUZXNOIFVZZXI1LCIJvaWQiOiI3ZjEXMDIXNSOOYzgxLTRhYTEtOGUxXNIi11iYWR1YJjZ
INGZkZmEiLCIwbGF0ZiI6IJMiLCIJwdW1lkIjoiMTAWMz IWMDEYMOZENDVDQyIsIndoljoiMC5BWDBBRjdrelJUb
XBzVWEFObz1HT2ZFQUxDaFFmMN3hgZmswNU1pRURadmRGMm5S5HNT1BQkUuIiwic2NwIjoiRGl1yZWNOb3J5LkEFjY2V
zcOFzVXN1ci5BbGwgRGLyZWNOb3J5L1J1YWQuUOWxsIGIWZW5pZCBwem9maWx 1 IFVZZXIuUmVhZCBlbWEpbCIsT
nNpZ25pbl9zdGF0ZSIOoWyJrbXNpIl0sInN1YiT6I11Vd2RLa2xBYzF1U1USdzRYU3JkUXBBOHAkSnE1IMGESTTZ
tRVpkdOM3T3ciLCJ0ZW5ShbnRfcmVnaWOuX3Njb3B1lIjoiTkEiLCIJ0aWQiOiIONTMzY JkxNy1lhOTMSLTQ2YJELY
WRhMy1lkMTh1N2MOMDBiMGEiLCJ1bmlxdWVEbmEFtZSI6InR1c3RVc2VYyQGF6dXJ1ZGlyZWNOb3J5¢cG97Lm9ubWl
Jcem9zb2Z0LmNvbSIsInVwbiI6InR1c3RVc2VyQGF6dXJI1ZGlyZWNODb3J5¢cG9jLm9ubWljcm9zb2Z0LmNvbSIsI
nV0aSI6IkIxXSWZPAVBLQIVS5WkOxOVPFWEZHQVEILCJ2ZXTIi01IxLjAILCI4bXNfc30iOnsic3ViljoiZF1QekY
3VFF3MGJI1IMVIpY0plbzAxQmdiZWZVWEFIGQ1lhrOV1ICUZzJIJRN2¢c2TSJIILCI4bXNEdGNkdCI6MTYxNTk40DkwMXO0 . k



INYbBEJjiP0Sg1lP LDARy2MpEMkKWOJOvuelmXq2-
6ASFyDPOmMUZ0oZmk4W7kwGlFCTuVxVsQMyUf1GRExHRPFZzixNNo3ZrqOuslJ9xJQICikQdNoLODSRGXy7PsPvwN
pj_4GEvb2vYpyEhwW d--AOj74md xGJkfrsV-jUpHuSKA400u26gSpbOGOoRSOZwWmrNt1PPn8—-
~ 8PMggAzZ1pB0GVMmMQA2QdzOpKg7wIZNQS5Qc3CgU aaBxqwiM5j1ZuudchHzFV72RrBgK0TuS40biRcPX7x80
z71DfrQunjavnb5E4dOLgCl8DsJqr82etNtYre5P-K1jDn3wApEUidZQ

User-Agent: PostmanRuntime/7.28.3

Accept: */*

Cache-Control: no-cache

Postman-Token: eelael8c-6d71-4ebe-9d20-63e95c13552e

Host: localhost:8080

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Cookie: JSESSIONID=64E1DCD2C1F9AD56C229A61CCC123DB7

[Response Headers

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: 0

X-Frame-Options: DENY

Location: http://localhost:8080/cauth2/authorization/azure

Content-Length: 0

Date: Mon, 23 Aug 2021 13:55:51 GMT

Keep-Alive: timeout=60

Connection: keep-alive

Azure_AD | Azure_implicit_flow
GET v http://localhost:8080/group
Params Authorization ® Headers (9) Body Pre-request Script Tests Settings
l eyJ0eXAiQiJKV1QILCJub25jZSI6IkRG
Type OAuth 2.0 w
Header Prefix @ Bearer
The authorization data will be automatically
Body Cookies (7) Headers (22] Test Results @ Status: 200 OK  Time: 3
Pretty Raw Preview Visualize HTML ~ ==
<l-- Copyzright (C) Microsoft Corporation. All rights reserved. -->
<!DOCTYPE html>
<html dir="1tr" class="" lang="en">
<head>

<title>Sign in to your account</title>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<meta http-eqguiv="X-UA-Compatible" content="IE=edge">

<meta name="viewnnrtT" content="width=devire-width. initial-srale=1.8. maximum-srale=2 0. u=er-sralahle=
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