INTERNAL - ADFS Custom Claim Rules

RECONDO Configuration for Waystar Single Sign-On

Integration

NOW PART OF WAYSTAR
V1.3 — January 2021

Overview
This document explains how to configure custom claim rules in ADFS for Waystar single sign-on (SSO)
integration.
1. Update ADFS > Service > Claim Descriptions
a. Add Recondo Authorization Role.
b. Name: Recondo Authorization Role.
c. Claim type: http://www.recondotech.com/saml/attribute/roles.
d. Enable both Publish checkboxes.
e. Click the OK button.

Recondo Authorization Role Properties -

General

Digplay name:

[Fesondo Authorzsion Rl |

Claim type:
|hﬁp:f'f'www recondotech .com/saml/attribute.roles |

Description:

Publish this claim description in federation metadata as a claim type
that this Federation Service can accept

Publish this claim description in federation metadata as a claim type
that this Federation Service can send

© 2021 Waystar Health. All rights reserved. waystar.com 1


https://www.waystar.com/

AN
N WAYSTAR

2. Update ADFS > Service > Claim Descriptions

a.

b
c.
d.
e

Add Recondo Display Name.

Name: Recondo Display Name.

Claim type: http://www.recondotech.com/saml/attribute/displayname
Enable both Publish checkboxes.

Click the OK button.

General

Display name:
|F{econdo Digplay Name

Claim type:

| v/ fwww recondotech com./saml/attibute /displayname

Description:

™ Publish this claim description in federation metadata as a claim type
that this Federation Service can accept

" Publish this claim description in federation metadata as a claim type
that this Federation Service can send
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3. Update ADFS -> Service -> Claim Descriptions
a. Add Recondo Email Address.
b. Name: Recondo Email Address.
c. Claim type: http://www.recondotech.com/saml/attribute/email.
d. Enable both Publish checkboxes.
e. Click the OK button.

General

Display name:
|Hecondo Email Address

v Publish this claim description in federation metadata as a claim type
that this Federation Service can accept

] Publish this claim description in federation metadata as a claim type
that this Federation Service can send

4. Add Relying Party
Use the ADFS documentation; there are no special instructions.
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5. Edit Claim Rules for Relying Party

a.

-~ 0o a0 T

Add Send Name ID.

Set Claim rule name: Send Name ID.

Set Rule template: Send LDAP Attributes as Claims.
Set LDAP Attribute: User-Principal-Name.

Set Outgoing Claim Type: Name ID.

Click the OK button.

You can configure this nile to send the values of LDAP attibutes as claims. Select an attibute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgoing claim types that will be
issued from the rule.

Claim rule name:

Send MamelD

Rule template: Send LOAP Attribites as Claims

Attribute store:

| Active Directory

Mapping of LDAP attibutes to outgoing claim types:

LOAFP Attribute (Select ortype to
add more)

Qutgoing Claim Type (Select or type to add more)

|lzer-Principal-Name Mame ID

.
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6. Edit Claim Rules for Relying Party
a. Add Send Email Address.

b. Set Rule template: Send Claims Using a Custom Rule.
c. Set Claim rule name: Send Email Address.
d. Set Custom rule:

c:[Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”, Issuer
== "AD AUTHORITY"]

=> issue(store = "Active Directory", types =
("http://www.recondotech.com/saml/attribute/email™), query = ";mail;{@}", param =
c.Value);

e. Click the OK button.

*fou can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts

claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

| Send Email Address

Rule template: Send Claims Using a Custom Rule
Custom rule:

c: [Iype ==
"http://achemas.micro3cit.com/ws/2008/06/1dentity/claims/windowsaccount
name", Issuer == "AD AUTHORITY™]

=» igsue({atore = "Actiwve Directory", Lypes =
{("http://www.recondotech. com/saml fattribute/email™), query = ";mail;
{0}", param = c.Value);
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7. Edit Claim Rules for Relying Party
a. Add Send Display Name.
b. Set Rule template: Send Claims Using a Custom Rule.
c. Set Claim rule name: Send Display Name.

Note: Custom rule is using the email as the display nhame, you can use a different directory value if
desired.
d. Set Custom rule:
c:[Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer
== "AD AUTHORITY"]

=> issue(store = "Active Directory", types =
("http://www.recondotech.com/saml/attribute/displayname"”), query = ";mail;{@}", param
= c.Value);

e. Click the OK button.

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

Rule template: Send Claims Using a Custom Rule

Custom rule:

c:[IType ==
"http://3chemas.microscft.com/ws,/2008/06/1identity/claims/windowsaccount
name™, Issuer == "AD AUTHORITY"]

=» igsue(store = "Active Directorvy™, tvpes =
{"http://www.recondotech.com/saml fattribute/displayname™), query =
";mail;{0}", param = c.Value);
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8. Edit Claim Rules for Relying Party

a.

b
c.
d

Add Send Environment Authorization.
Set Rule template: Send Claims Using a Custom Rule.
Set Claim rule name: Send Environment Authorization.

Custom rule requires a groupsid; see the How to get a groupsid section for how to use it in this
rule.

Set Custom rule:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid”, Value ==
"S-1-5-21-322424392-2744114424-2076548153-1104", Issuer == "AD AUTHORITY"]

=> issue(Type = "http://www.recondotech.com/saml/attribute/roles", Value =
"cust_ufhrta");

Click the OK button.

Edit Rule - Send Environment Authorization -

fou can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SCL attribute store. To configure a custom rule, type one or mare optional conditions and an
issuance statement wsing the AD F5S claim rule language.

Claim rule name:

Send Environment Authorzation

Fule template: Send Claims Using a Custom Rule

Custom rule:

ci:[Iype == ~
"http://achemas.microscft.com/ws/2008/068/identity//claims/groupsid”™,

Walue == "53-1-5-21-322424392-2744114424-2076548153-1104", Issusr == "AD
AUTHCRITY™]

=> izsue (Iype = "http://www.recondotech.com/saml fattribute/roles™,

Walue = "cust_ufhrta"):

0K || Cancel
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9. Edit Claim Rules for Relying Party
a. Send Auth Initiate Application Authorization.
b. Set Rule template: Send Claims Using a Custom Rule.
c. Set Claim rule name: Send Auth Initiate Application Authorization.
d

Custom rule requires a groupsid; see the How to get a groupsid section for how to use it in this
rule.

e. Set Custom rule:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid”, Value ==
"S-1-5-21-322424392-2744114424-2076548153-1104", Issuer == "AD AUTHORITY"]

=> issue(Type = "http://www.recondotech.com/saml/attribute/roles"”, Value =
"cust_ufhrta_auth_initiate_general");

f. Click the OK button.

Edit Rule - Send Auth Initiate Application Authorization -|

You can configure a custom claim rule, such as a nule that requires multiple incoming claims or that extracts
claims from a SGL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

Send Auth Initiate Application Authorzation

Rule template: Send Claims Using a Custom Rule

Custom rule:

c:[IType == s
"http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid™,

Walue == "3-1-5-21-322424392-2744114424-20768548153-1104", Iszsuer == "RD
AUTHCORITY™]

=» issue(Iype = "http://www.recondotech.com/saml/attribute/roles™,

Walue = "cust_ufhrta_suth initiate_general®™);

OK || Cancel
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10. Edit Claim Rules for Relying Party

a.

b
c.
d

Send Auth Status Application Authorization.
Set Rule template: Send Claims Using a Custom Rule.

Set Claim rule name: Send Auth Status Application Authorization.

Custom rule requires a groupsid; see the How to get a groupsid section for how to use it in this

rule.

Set Custom rule:

follow us

in ¥

f

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/groupsid”, Value ==
"S-1-5-21-322424392-2744114424-2076548153-1105", Issuer == "AD AUTHORITY"]

=> issue(Type = "http://www.recondotech.com/saml/attribute/roles"”, Value

"cust_ufhrta_auth_status_general");

Click the OK button.

fou can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional condtions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

Edit Rule - Send Auth Status Application Authorization x|

Send Auth Status Application Authorization

Rule template: Send Claims Lsing a Custom Rule

Custom rule:

c: [IType ==

"http://schemas.microscft.com/ws/ 2008/06/identity/claims/groupsid™,
WValue == "5-1-5-21-322424392-2744114424-2076548153-1105", Issusr == "RD
AUTHCRITY"]

=» issue(Iype = "http://www.recondotech.com/saml/attribute/roles™,
Walue = "cust_ufhrta auth status_general™);

OK || Cancel
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How to get a groupsid

Note: Most of this section was copied from:

https://support.zendesk.com/hc/en-us/articles/203663896-Mapping-attributes-from-Active-
Directory-with-ADFS-and-SAML)

Setting the role of a user based on their membership in a group is a two-step process. First, you create a new
rule using the Send Group Membership as a Claim template. Second, you modify the definition generated by
that rule slightly to create a custom rule that correctly passes the information to Zendesk.

To create the group membership rule and get the groupsid:
1. Add a new rule and Select Send Group Membership as a Claim for the template.

2. Locate the group that you wish to map to the role by using the Browse button.

¥ Add Transform Claim Rule Wizard £

Configure Rule

£ You can configure this rule to send a claim based on a user’s Active Directory group membership. Specify the
@ Chooss Rule Type group that the user is a member of, and specify the outgeing claim type and value to issue.
@ Configure Claim Rule Claim rule name:

|Agent Role |

Rule template: Send Group Membership as a Claim

User's group:
| Browse...
Select Group -
Select this object type:
|Group | | Object Types... |

From this location:
|Er1tire Directony || Locations... |

Enter the object name to select (eamples):
Zendesk Agents Check Names

ox ] oo |

< Previous | | Finigh | | Cancel
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3. For Outgoing claim type, select Role.

Configure Rule

e You can configure this nule to send a claim based on a user's Active Directory group membership. Specify the
@ Choose Rule Type group that the user is a member of, and specify the outgoing claim type and value to issue.
@ Configure Claim Rule Claim nule name:

|Agent Rolel

Rule template: Send Group Membership as a Claim

User's group:
[RUNASROOT\Zendesk Agents [ Browse...

Outgoing claim type:
|Role

Outgoing name 1D format:
|Ur15pedﬁed

Qutgoing claim value:
|agerrt

4. For Outgoing claim value, use test. This rule will be deleted once we get the groupsid so what value
we use ultimately does not matter.

5. Click Finish, then click Edit Rule for the rule you just created.
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6. Use the View Rule Language button to get the raw code for the rule. Copy the groupsid value to a

location later use. In the example below, the groupsid for the selected group RUNASROOT\Zendesk
Agents is:

S-1-5-21-4093502798-4122876194-85005858-1114.

This groupsid will be the value used in the custom claim rules above.

You can use the following claim rule language to build a custom rule. To do this, copy the text
below, create a new custom rule using the Send Claims Using a Custom Rule template, and then

paste the text into the Custom Rule tesd box on the Configure Rule Template page in the Add Rule
Wizard.

Claim rule language:

c: [Type == “
"http://achemas.microsoft.com/ws/2008/06/identity/claims/groupsid
", Value == "5-1-5-21-4093502795-41225876194-850058558-1114",

Issuer == "AD AUTHORITY™]

=> izsue(Iype =
"http://3achemas.microsoft.com/ws/2008/06/identity/claims/role™,
Value = "agent™, Issuer = c.Issuer, Originallssuer =
c.0riginallssuer, ValueIype = c.Valuelype):

© 2021 Waystar Health. All rights reserved. waystar.com 12

f


https://www.waystar.com/
https://www.linkedin.com/company/waystar/
https://twitter.com/Waystar
https://www.facebook.com/WaystarRCT/

