Data Collection has no Internet access and not possible to use OMS Gateway
A complete disconnected environment to be assessed cannot use an OMS Gateway or SCOM to upload data to Log Analytics. There is no connection from the assessed environment to the Internet or to any other machine that has Internet access. 
This section describes the actions that are required to collect data in isolated environments and manually copy data to the machine that has Internet access and can submit the data.
We copy the assessment over to the data collection machine, run it and copy the results back to be submitted to Log Analytics.
Perform the following:
1. [bookmark: _Toc536189860]On the Internet Access Machine
After the agent installation and setup of the assessment completed, follow the next steps on the machine that has Internet access.
· Open Task Manager
· Open Scheduled Tasks and drill down to the assessment task
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· Set the scheduled task to start manually, removing the weekly schedule. 
· Manually start the scheduled task, this will download the assessment executable and the assessment package.
· Go to the Working Directory that was entered in the assessment setup. There is an ADAssessment folder below, <Working Directory>\ADAssessment.
· A numbered folder will appear in the ADAssessment directory. As soon as you see this folder and the OMSAssessment directory, stop the OMSAssessment.exe process in Task Manager.  
· Copy the folder "OMSAssessment" folder that is created in “<working directory>\ADAssessment" to a USB drive or other method of your choice to copy content to the data collection machine 
· Go to: C:\Program Files\Microsoft Monitoring Agent\Agent\Health Service State\Resources 
1. Search for “ADAssessmentPLUS.execpkg” 
2. Find the assessment package for the technology you need, copy the file to the same location as where you stored the “OMSAssessment” folder. 
This concludes the actions on the machine with Internet access until we want to upload data.
2. [bookmark: _Toc536189861] On the Data Collection Machine
Create a folder on a local drive that has enough free disk space to store all collected data, up to 10GB. 
For instance: C:\MicrosoftAssessment
Create a subdirectory to store collected data.
For instance: 
· C:\MicrosoftAssessment\Collect
Copy the “ADAssessmentPLUS.execpkg” file and “OMSAssessment” folder to the C:\MicrosoftAssessment folder.
· Open an elevated CMD Prompt, go to C:\MicrosoftAssessment\OMSAssessment and run the following command where you replace DataCollectionMachine with the name of your data collection machine and other values for directories to reflect what you created.
Select the command from Technology Commands to enable the Assessments

Data collection starts immediately and generate few files like:
new.prerequisite<assessmentguid>.assessmentrecs
new.recommendations.<assessment guid>.assessmentrecs
When the assessment is finished, the command prompt is back at the input prompt and you should not see anything running. 
Copy all files that are named new.* over to the machine with Internet access
Copy these new.* files in the “<working directory>\XXAssessment”  
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To immediately upload the files: restart the “Microsoft Monitoring Agent” service
If not, the files will be found during the next cycle, within an hour. 
When they are processed and uploaded to Azure Log Analytics, the name of the files changes from new to processed.
You can review the results within an hour.
[bookmark: _Technology_Commands_to]Technology Commands to run the Assessments:
AD:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\ADAssessmentPlus.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings AD -computername “DataCollectionMachine” -assessmentname ADAssessmentPlus -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op " C:\MicrosoftAssessment" WaitForExit: False
 
AD Security:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\ADSecurityAssessment.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings AD;DNS -computername “DataCollectionMachine” -assessmentname ADSecurityAssessment -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
Exchange:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\ExchangeAssessment.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings AD;EXCH -computername “DataCollectionMachine” -assessmentname ExchangeAssessment -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
Skype for Business:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\SfBAssessment.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings Lync -computername “DataCollectionMachine” -assessmentname SfBAssessment -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
SCCM:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\SCCMAssessmentPlus.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings "ConfigMgr:ConfigMgrServerName=sccm-01,ExcludeDistributionPoints=True" -computername “DataCollectionMachine” -assessmentname SCCMAssessmentPlus -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
SCOM:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\SCOMAssessmentPlus.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings "OpsMgr:ServerName=scom-01,IncludeGateways=False" -computername “DataCollectionMachine” -assessmentname SCOMAssessmentPlus -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
SQL Server:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\SQLAssessmentPlus.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings "SQL:ServerName=sccm-01" -computername “DataCollectionMachine” -assessmentname SQLAssessmentPlus -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
  
Windows Server:
.\omsassessment.exe -execPackage "C C:\MicrosoftAssessment\WindowsServerAssessment.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings "Server:ServerName=cluster-01;cluster-02;cluster-03;dc-01;dc-02;dc-03;dc-04;hyperv-01;iis-01;sccm-01;scom-01;server-01;server-02;server-03;sfb-01;sp-01;ex-01;sql-01;sql-02,Server:FindServerRoles=false" -computername “DataCollectionMachine” -assessmentname WindowsServerAssessment -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
 
 
 
Windows Client:
.\omsassessment.exe -execPackage " C:\MicrosoftAssessment\WindowsClientAssessmentPlus.execpkg" -w "C:\MicrosoftAssessment\collect" -trace Off -discoverysettings "Client:ClientNames=client-01;client-02;client-03,Client:Domain=fourthcoffee.com,Client:MaxClients=100,Client:PasswordUpdatedInLast=180,Client:LdapQueryFilter=(&(!operatingSystem=Windows Server*)(!operatingSystemVersion=4*)(!operatingSystemVersion=5*)" -computername “DataCollectionMachine” -assessmentname WindowsClientAssessmentPlus -recommendationsbatchfile 100000 -headers False -target ToolsMachine -op "C:\MicrosoftAssessment" WaitForExit: False
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